YTL Construction -~

YTL GROUP s 8
SENIOR CYBERSECURITY ANALYST
Location: Menara YTL Based: 20th Floor Office
Reporting HOD: IT Manager Department: Information Technology

Job Requirements:

e Bachelor's Degree in Computer Science or Computer Engineering

e Atleast9 years of working experience in cybersecurity

e In-depth knowledge of MITRE ATT&CK Tactics and Techniques and OWASP Top Ten

e In-depth knowledge and practical experience in implementing NIST CSF v1.1 and CIS Controls

e Hands-on experience with VA / PT tools - Kali Linux tools, Metasploit, Wireshark, OpenVAS, ZAP

e Hands-on experience with threats hunting, and threat intelligence monitoring

e Have knowledge of Microsoft Windows OS, Linux/Unix OS, HTTP/HTTPS, DNS, Microsoft Azure
and 0365, VMware, Firewall, LAN/vLAN, and WAN

e Preferred cyber security certifications: CEH, CISA, CISSP

Job Functions:

e Monitor and triage security alerts

e Escalate and follow up on cybersecurity incidents

e Respond and remediate escalated cybersecurity incidents

e Prepare and review cybersecurity incident RCA

e Prepare and review weekly and monthly cybersecurity incident reports
e Perform periodic VA/PT /TTX

e Conduct periodic security awareness and campaign

e Perform periodic cyber security assessment and audit

e Develop and maintain cybersecurity and IT security policies

e Develop and maintain cybersecurity incident response playbooks
e Review and recommend cybersecurity technology and solution



